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2. RUST

2.1 CPU/MCU

2.2.1

, ( : CPU/MCU, 

Memory, I/O)

. (

) (Guest OS)

, 

.

ARM 

CPU/MCU, Memory, I/O , 

Type-1 

.

ARM V8 CPU MCU

, Cortex-A (CPU)

Cortex-R52 (MCU) . ARM CPU

MCU Memory

. CPU Memory Management Unit(MMU)

, MCU MMU Memory 

Protection Unit(MPU) . 

, MMU MCU

, DRAM

Linux .

, MCU

,

.

ARM MMU MPU

CPU MCU

, 

. CPU

(Fig. 1) MCU (Fig. 2)

PERSEUS “PEGASUS”

.

Fig. 1 : ARM Cortex-A CPU

Fig. 2 : ARM Cortex-R52 MCU

2.2.2 CPU MCU

Fig. 3 ARM V5/V6/V7/V8 

Fig. 3 ARM , V6 

CPU/MCU , 

Fig. 3 virtual supervisor mode( CPU

user mode)
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2) Control vs. Safety:   
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- Use-After-Free 

- Buffer Overflow 

- Double Free 

- Dangling Pointer 

- Null Pointer Dereference 

     

   ,  

    .  C/C++  

  , MMIO,    

      

,      

   . 

 

 RUST  (Ownership), 

(Borrowing), (Lifetime)     

  (Borrow Checker)   

       

.      

     ,  

 `Result`, `Option`     

      

    . 

     

RUST     : 

- (Ownership):     

- (Borrowing): /    

- (Lifetime):      

 

4) Ownership  Borrowing 

 

RUST    ==  

   == .

      

        

     .  

   (double free), dangling 

reference, use-after-free   

 . 

 

5) Ownership 

     , 

 (scope)     

 .     

(move)       . 

 

``` 

fn main() { 

    let s1 = String::from("hello"); 

    let s2 = s1; // s1  s2

    // println!("{}", s1); // : s1    

  

} 

``` 

 

  s1   s2   , 

s1     . 

 

6) Borrowing 

(borrow)      

      

. RUST       

 . 

 

- `&T`:  .   . 

- `&mut T`:  .   . 

 

``` 

fn borrow_example() { 

    let mut data = 5; 

    let r1 = &data; 

    let r2 = &data; 

    // let r3 = &mut data; // : 

      

    println!("{} {}", r1, r2); 

} 

``` 

 

   (Borrow Checker)  

   . 

 

7) Lifetime 

 

RUST       

lifetime( )  . Lifetime    
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. RUST       

.      

  .     

  . , s1  s2  

, s2      s1  

   . RUST   

     

 dangling reference  . 

 

``` 

fn main() { 

    let s1; 

    { 

     let s2 = "hello".to_string(); 

     s1 = &s2; 

    } 

 println!("{}", s1); 

} 

``` 

8)     

 

RUST     

,     

   .   RUST

 `unsafe`  ,   

   : 

 

-  FFI  (C API) 

- MMIO  

-    

- /       

 

  `unsafe`    

,       . 

  MMIO(Memory-Mapped I/O)   

     , 

      

  .   

     , unsafe

      

     . 

 

``` 

unsafe { 

    let reg_ptr = 0x4000_0000 as *mut u32; 

    *reg_ptr = 0xDEADBEEF; 

} 

``` 

 

RUST     , 

       

,     

. 

 

9)   

 

    

 `mutex`, `atomic`, `memory fence`  

  ,   race condition  

  . 

, RUST  `Send`, `Sync` ,  

      

.   `&mut T`     

   ,   

       

 . 

 

``` 

use std::thread; 

use std::sync::{Arc, Mutex}; 

 

fn main() { 

    let data = Arc::new(Mutex::new(0)); 

    let mut handles = vec![]; 

 

    for _ in 0..10 { 

        let data = Arc::clone(&data); 

        handles.push(thread::spawn(move || { 

            let mut num = data.lock().unwrap(); 

            *num += 1; 

        })); 

    } 

 

    for handle in handles { 
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handle.join().unwrap();

}

println!("Result: {}", *data.lock().unwrap());

}

```

Table 1 C/C++ RUST

C/C++ RUST

, , 

, 

race condition 

(GC 

, zero-cost 

abstraction)

control safety

. C/C++

, 

. , 

RUST

`unsafe`

control safety

.

RUST , 

, , 

, C/C++ 

. RUST

, 

.

3.

MCU ARM 

Cortex-R52 , STMicro NXP

. STMicro

(STMicro SR6x7 ) Stellar, 

NXP (NXP S32E )

GreenBox3 . 

clock 300MHz , GreenBox3

800MHz

. 

MCU PEGASUS

, FreeRTOS

. 

Fig. 2 .

PEGASUS ASPICE

, ISO26262 ASIL 

.

4.

, 

, Switching 

.

-. Mode Switching Overhead: (

) (VM)

-. Context Switching Overhead: vMCU 

-. Interrupt Virtualization Overhead:

Fig. 4 MCU
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Fig. 4 STMicro Stellar 

NXP GreenBox3 

, . 

clock 300MHz

.

NXP GreenBox3 clock

800MHz , clock

Table 2 .

Table 2 MCU

Table 2 , 

DRAM/SRAM 

(Memory Footprint) . PEGASUS 

pass-through VirtIO 

IO 

. Flash Memory

XiP(Execute In Place)

.

5.

ARM Cortex-R52 MCU 

. 

Switching 

. 

ms . 

(Legacy) 

.

RUST

.

( : , 

AutoSAR Classic) ARM V7/V8

MCU SoC

. EL1

EL2 Exception mode

, MCU SoC

, AutoSAR Classic 20

, 

MCU clock

. 

. 
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